
  Week One-NCSAM 

INFORMATION SECURITY AWARENESS 

WEEK ONE: MAKE YOUR HOME A HAVEN FOR ONLINE 

SAFETY 
Welcome to Week One of National 
Cybersecurity Awareness Month! 
Week One focuses on safe online practices 

within the home. In this day and age, children 

are growing up with the abundance of 

technology that has been developed at 

astounding speeds. With that, we must start 

teaching them young. Read on for the best 

practices in ensuring you keep you and your 

home cyber secure. 

Keep a Clean Machine 

Keep up-to-date on 

the security updates 

for software, web 

browsers, and 

operating systems for your best chances at 

fighting viruses, malware and other 

miscellaneous online threats. Your 

smartphone and tablets need to be updated 

too! 

Lock Down your Login 

Sensitive accounts such as email, bank and 

social media need more protection than 

usernames and passwords. Enable strong 

authentication tools like biometrics or unique 

codes that are sent to your phone each time 

you login. 

Share with Care 

Think before you post information and 

pictures of yourself and others online. 

Consider how it may be perceived by anyone 

who might read it now or in the future. 

 

Back it Up  

Be sure to protect your 

work, music, 

photos and any 

other important 

digital information 

by copying it and 

storing it safely in places such as the cloud 

and/or on an external hard drive.  

Personal Information is like Money.  
Value it. Protect it. 
Information about 

you such as 

purchase history or 

your location has 

value just like money. Be cautious of who you 

allow to have that information and how it is 

collected through the apps and websites that 

you use. 

Secure Your Wi-Fi Router 

Make sure that your password for your router 

is a strong passphrase (at least 12 or more 

characters). Focus on positive sentences or 

phrases that you can easily remember but 

would be difficult for a stranger to figure out. 

Be sure to also name your network in such a 

way that it doesn’t let people know it’s your 

house. 


