
  Week Three-NCSAM 

INFORMATION SECURITY AWARENESS 

WEEK THREE: IT’S EVERYONE’S JOB TO ENSURE 

ONLINE SAFETY AT WORK 
Welcome to Week Three of 

National Cybersecurity 
Awareness Month! 

Cybersecurity in the Workplace is 
Everyone’s Business 

Online security is a shared responsibility. At GRCC, it 

does not matter what department you are in, we all 

need to be aware of the things to look out for to be 

safe, not only at home, but at work too.  

Lock Down Your Login 

Whenever it is possible, you will want to implement 

two-factor authentication on your personal accounts. 

These accounts may be your email, bank or social 

media. Two-factor authenticating typically uses a 

password in addition to biometrics or a unique one-

time code sent to your phone.   

 

 

 

Keep It Clean 

It’s important to have the latest 

software updates on web 

browsers, apps and your 

operating systems for your 

computer and smartphone. Updating these items is one of 

the best ways to defend against malware, viruses, and 

other cyber threats. Don’t forget, point of sale systems 

and tablets need updating too! 

Back It Up 

Here at GRCC, information stored 

on network shares is backed up 

reguarly. This way you don’t have 

to worry about backing up the 

information yourself. Remember, 

don’t store information on your computer locally. If you do 

this, there is no way to recover it if your information is 

lost. If you store information on an external hard drive, be 

sure that it is encrypted. If you need assistance with this, 

please contact the IT_Security_Team@grcc.edu.  

When in Doubt, Throw it Out 

If you are at home or at work, you should know not to 

open any links in emails, tweets, posts, online ads, social 

media messages, or attachments that appear suspicious. 

The links and attachments could contain malicious 

malware that can take over your device or viruses which 

could spread to others.  

If you are home and detect a suspicious email/message, 

throw it out. 

If you think a phishing email has been sent to your GRCC account, 

please forward it as an attachment to the GRCC Information 

Security Team at IT_Security_Team@grcc.edu  

where it will be further investigated. 
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